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Overview

SECTION 1

Overview

Users are given access to Vitalware by assigning them to a group. Each group has a
set of permissions associated with it, and the user inherits the permissions of the
group to which they have been assigned. Individual user based permissions may then
be defined to override group based settings as required. The use of group based
permissions means that it's not necessary to specify all the permissions on a per user
basis, and only the difference between the group permissions and any user specific
permissions need to be defined for any one user.

Groups are generally based around real life roles, with each group reflecting the
permissions required by all users who undertake the role. For example:

e A Registrations group might allow users to create new Registration records,
but not to create new orders.

e A Counter group would have permission to create POS records and to print
certificates, but not to create new orders.

Assigning a user to a group, casts them in that role.

In general, the group system works well in Vitalware, except when a user performs
more than one role within the institution. For example, a mail room clerk (group Mai l
Room) may relieve at the counter (group Counter) during lunch times or periods of
heavy demand. Until now, Vitalware provided two solutions to this dilemma:

1. Create two usernames, assigning one to group Mail Room and the other to group
Counter. The user must then use the correct username when logging into
Vitalware to perform the required role.

Moving from one role to the other (e.g. while the user is logged in as a mail room
clerk), requires the user to log out of Vitalware and back in using the Counter
username. This could become tedious, and it requires that the user remembers
two usernames and two passwords.

2. The second solution requires a new group to be created which is a merge of the
permissions of the Mail Room and Counter groups.

The problem with this solution is that the combined privileges present a view of
the world that is neither mail room nor counter specific.

In most cases the two original roles are sufficient and all that is required is a
mechanism to switch between the two groups without having to log out and back in as
another user.
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Overview

Vitalware 2.2.01 introduces multi-group support, which allows a single user to be
registered in more than one group:

e A user who is a member of more than one group can select the group name to use
from the Login dialog box when logging into Vitalware.

e Atany time it is possible to switch to another group without logging out and back
in again.

e When switching groups the user decides whether opened modules should remain
open or whether they should be closed.

e Any new modules opened will use the group permissions assigned to the group
that the user switched to.

By not closing open modules it is possible to have modules in different groups open at
the same time. Vitalware ensures the correct group permissions are observed based on
the group associated with the module.

With multi-group support, a user is able to log in using one group, switch to another
group while leaving existing modules open, perform operations in the new group and
then switch back to the previous group, all without having to close any modules. A
key feature of multi-group support is that it allows users to change roles without
losing their current work position and then to return to that position at a later time.

@ Texpress 8.2.009 or later must be installed to provide the back-end security
facilities for multi-group support.
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Specifying a user's groups

SECTION 2

Specifying a user's groups

The Vitalware Group Registry entry defines which group a user is assigned to. It is
consulted whenever a user logs in to Vitalware. The format of the Registry entry is:

User Jusername|]Group|groupname

where groupname specifies the group to use when determining permissions.
For example:

User|badenov]Group|Mail Room

specifies that user badenov is a member of the mail Room group and has all the
permissions assigned to that group.

In order to provide multi-group support, the Group Registry entry has been extended
to allow a semi-colon separated list of groups to be specified. The order of the groups
IS not important.

For example:

User|badenov|Group|Mail Room;Counter

specifies that user badenov is a member of both the Mail Room and Counter groups.

(6 Changes to the list of groups that a user has access to only come into effect
when the user logs into Vitalware following any change to their Group Registry
entry. If they are logged in when the change is made, they will need to log out
and back in again in order to have access to the updated list of groups.
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Specifying a user's groups

How to set an existing user's groups

1. Log into Vitalware as a System Administrator.
2. Inthe Registry module, search for the user's Group Registry entry:
i.  Enter User into the Key 1 field.
ii. Enter the user's username into Key 2.
iii. Enter Group into Key 3.
The matching Registry entry displays:
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Vitalwareo Multi-group Support

Wital Fieconds Management



Specifying a user's groups

3. Inthe Value (Edit) field on the Registry tab, enter the name of all groups that the
user is a member of. Each group should be placed on a separate line:
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4. Save the record.

@ As of Vitalware 2.2.01, security profiles are generated automatically after
saving any user registration based Registry entries and it is no longer necessary
to run Tools>Generate Record Security after changing user settings.
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Specifying a user's groups

How to set a nhew user'’s groups

1. Login as a System Administrator.
2. Add a new record in the Registry module:
i.  Enter User into the Key 1 field.
ii. Enter the user's username into Key 2.
iii. Enter Group into Key 3.

3. Inthe Value (Edit) field on the Registry tab, enter the name of all groups that the
user is a member of. Each group should be placed on a separate line:
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4. Save the record.

@ As of Vitalware 2.2.01, security profiles are generated automatically after
saving any user registration based Registry entries and it is no longer necessary
to run Tools>Generate Record Security after changing user settings.
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How to work with multiple groups in Vitalware

SECTION 3

How to work with multiple groups In

Vitalware

When a user has been registered to use multiple groups, the Vitalware Login dialog
box includes a drop list with the names of all available groups for the user:

ﬂ KE Vitalware @

VWY Welcome to KE Vitalware

Verzion 2.1.02 (1101281)

Copyright @ 19982011 KE Software
Hast: |kamhla " OK
| zer: bem

| x Cancel

F'asswmd | xxxxxxxxx nf
Semvice (50004 ? Help
ow [ ...................................... =

@ The list of groups that displays is determined by the combination of username +
service. A user can have the same username on multiple services, and in each
service may be a member of different groups.

The list is displayed only if the username supports more than one group.

@ A user must log in to Vitalware after changes have been made to their group
membership before the (updated) list of groups will appear at login. Once a user
has successfully logged in to Vitalware, the system Options may be used to
switch to another group. See Switching groups via a module (page 10) for

details.
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How to work with multiple groups in Vitalware

Active group and module group

Vitalware keeps track of the group selected when a user logs in to the system. This
group is known as the active group and it is displayed in the title bar of the Command
Center. In this example, the active group is group Admin:

KE ¥italware - Admin [X]

Modules started by clicking a button in the Command Center belong to the active
group. The active group is also highlighted in the Login dialog box the next time the
user logs in to Vitalware.

Modules are also associated with a group. When a module is invoked from the
Command Center its group is that of the Command Center, namely the active group.
If a module is created from within another module, by selecting
Window>New>module, the module is associated with the same group as the module
from which it was created. A module's group is displayed in the Status bar at the
bottom right of the window. In this example the module's group is group Admin:

ww | Adwin | 50004 | |

A module cannot change group. Once it is created and associated with a group, it will
remain in that group.

It is possible to change the active group however. By doing so it is possible to create
modules in different groups, thus allowing users to have multiple roles within the one
Vitalware session.
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How to work with multiple groups in Vitalware

Logging in to a group
1. Start the Vitalware application.
The Login dialog box displays:
20 KE Vitabware

X

VW Welcome to KE Vitalware

YWersion 21.02 [1101281)

Copyright © 1538-2011 KE Software
Host [kedm W DK
Uzer [l

X Cancel

Passward: |
S Ervics |2l.'.l13£ ? Help

2. Enter your username into the User field.
If you are registered for more than one group with the current Service and you
have logged in successfully previously, a Group drop list will be added to the
Login dialog box:

S0 KE Vitabware E]
wA  Welcome to KE Vitalware

YWersion 21,02 [11012817)

Copynight £ 1538-2011 KE Software
Host fkedm W DK
U zer {hern

Canceal

Password [ x—
Service: [201:15 ? Help |
Groun: R

3. Select a group from the Group drop list.

4. Complete the rest of the log in details and select v 0K
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How to work with multiple groups in Vitalware

Switching groups via a module

1. Select Tools>Options from the Menu bar of any open module.
The Options dialog box displays.
2. Select the Security tab:

Options E{

General | CommandCenter | Language | Mulimedia | Epelling_]___E_dit_'u_'h_u_ I

Modues | Colors | Shotcutlist | Seaching | Fomt | Secuiy |
Group Settings
Active Group: [.ﬁ.dnm Li

W' OK X Cancel | ? Hep

The current active group is displayed in the Active Group drop list.
3. Select a group from the Active Group drop list.
The list only contains those groups the user is registered to use.

4. Select W 0K
The Change Group dialog box displays.
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How to work with multiple groups in Vitalware

Change Group

au have salacted to changs the achiva group,
Choose how open modules should be handled.

(" Cloge all modules
Al modules open currently will be clozed ? Help |
* Cloze modules in Group &dmin

Modules openad by Group Admin will be clozed. Al
other modules will be left open

" Leaye all modules open

Al modules open currently vall reman open.

Select how any open modules should be handled when the active group is
changed:

Select v 0K

Close all modules

All open modules will be closed. Only the Command Center will remain
open.

Close all modules in Group group

All modules open in the active group (group) will be closed.

This option is useful for closing all modules created since the last time the
group was switched. For example, if you were asked a question that required
switching groups to respond, this option will close the module(s) created to
answer the question. All other open modules are left untouched.

Leave all modules open

All modules currently open will remain open. Each module will remain in its
current state and group. Once the switch is complete the modules may be
used as required. Each open module will continue to provide functionality
consistent with the module's group.

The active group will be switched. If a module scheduled for closure contains
unsaved data, a message will display prompting the user to save the data before
the module is terminated:

Selecting m will abort the switching process.

Multi-group Support
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How to work with multiple groups in Vitalware

Switching groups via the Command Center

1. Right click the Command Center.
A context menu displays:

ﬁi_F'arhas 1

. = Mew 4
& Biths
@Bimwum Ahout, .

2. Select Options.
The Options dialog displays
3. Continue from Step 2 above (page 10).
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Registry cache

SECTION 4

Registry cache

The permissions of all groups and users in the system are specified in the Vitalware
Registry and this information is stored on the Vitalware server. The Registry must be
consulted each time the Vitalware client is required to determine whether a user is
permitted to perform a given operation. As Vitalware provides a sophisticated
security module the Registry may be accessed heavily for certain operations (starting
a new module for example). In order to reduce the time required to query the Registry
for permissions, the Vitalware client now contains a Registry cache. The cache is a
mechanism that remembers what permissions have been asked for and the associated
response. If the same question is asked again, the answer can be given without the
need to access the Vitalware server. The Registry cache reduces traffic to the
Vitalware server and provides a speed improvement in the Vitalware client.

The one disadvantage of using a cache is that changes made to the Vitalware Registry
by other users will not be picked up until either the cache is cleared (flushed) or you
log out and log back in again. For example, if you are using Vitalware and you have
been producing reports from the Parties module, and another user adds a new report to
the Parties module, you will not see the report listed until you log out and log back in
again, or until you flush the cache.

In practice this tends not to be a serious issue and the speed gains more than outweigh
any inconvenience. However, it may occasionally be necessary to clear the Registry
cache:

Multi-group Support Vitalware“’/\ 1
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Registry cache

Flushing the Registry cache

1.

3. Select

4. Select v/ 0K
A message displays once the cache is empty.

Flushing the cache removes all Registry responses stored in the Vitalware client. Next
time a Registry question is raised, the Vitalware client will contact the server for a
response and the response will be added to the cache again. Until the cache becomes

Options

Select Tools>Options from the Menu bar of any open module.
The Options dialog box displays.
Select the General tab.

X

Modules | Colors | Shortcutlist | Searching | Font | Secuity |

. Generdl || CommandCenter | Language | Mulimedia | Speling | Ediing |

Dizplay
[T Save Last Position [T Show Field Help in M odule Wiridow
[ Save Last Size

Record Updates
fw Refiesh changed records

Ordy refrezh if lezs thar 0 matches

Reqgizty

¥ Cache Registiy Lookups Clear Cache I

Syztem
[T Cache System Resources

W' OK X Cancel | ? Hep

Clear Cache

\i‘) The Registry Cache iz now empty

populated again a decrease in client performance may be experienced.
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Registry cache

Enable / disable the Registry cache

1. Select Tools>Options from the Menu bar in any open module.
The Options dialog box displays.
2. Select the General tab:

Options @

 Modules | Cobors | Shotcutlist | Seaching | Fot | Secuiy |
- General '] Command Certer | Larguage | Mulimedia | Speling | Ediing |

Dizplay
[T Save Last Position [T Shaw Field Help in Module Window
[T Save Last Size

Record Updates
¥ FRefiezh changed records

Ordy refrezh if less thar 0 matches

Reqiztny

¥ Cache Registy Lookups Clear Cache l

Syzhem
[T Cache System Resources

W' OK X Cancel | ? Hep

3. Tick / un-tick the Cache Registry Lookups checkbox to enable / disable the
Registry cache.

4. Select v 0K

If the Registry cache is disabled, it is flushed silently as its entries can no longer
be used.

Disabling the Registry cache will cause the Vitalware client to run significantly
slower as all Registry queries must be answered by the server. The only useful
purpose achieved by disabling the cache is to test the effect changing Registry entries
has on a module, without the need to flush the Registry cache. In day to day use, the
cache should be enabled.
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Module caching

SECTION 5

Module caching

Allowing users to switch between groups has implications for how Vitalware
performs module caching.

Module caching is a mechanism that allows modules to be hidden, rather than
destroyed, when they are closed. If a new instance of the module is required, the
hidden module may be used. Module caching provides significant speed
improvements in situations in which modules are opened and closed on a regular
basis. Module caching is configured via the Modules tab in the Options dialog box:

Options ﬁ]

e

General |  Command Center ] Language | Multimedia | Spelling |
Editing Modues | Colows | Shotcutlist | Seaching | Fomt |

| Masirnum | A

g

Aldt Trads

Birth Maobices
Call Centre

Cash Book
Cetficates
Conespondence
CWS Erceptions
[ L |

Change.. | Clear Cache

[~ Read Module Schema on Starfup

b e s e s s R s s I T
b e e e e e L e

 OK X Cancel | P Heb |

In the example above, one instance of the Births module is created when Vitalware is
invoked. When a Births module is closed, a maximum of two instances are
maintained in the module cache.

With the introduction of support for multiple groups, the number of modules to cache
now applies on a per group basis. Thus for the previous example, up to two instances
of the Births module will be cached per group.

When switching groups, the Change Groups dialog box allows the user to indicate not
only how open modules should be handled, but also how cached modules are dealt
with. For example, if you choose to Close all modules, then all open modules are
closed and all cached modules are flushed.
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Record Level Security

SECTION 6

Record Level Security

Enabling users to be a member of multiple groups has implications for how record
level security permissions are displayed in the Vitalware client.

b Registry (1) Display

Ele Edit 3Zelect WView Took Tabs Multimedia Window Help
SO RRD AD BEEBBERBEB w o« o GRS
|Slﬁh. Berm | 358
Secunby ACcess
2B fudmin Frecord Stalus: -
€ EN | Futich on Inenet C es & Mo
EE”EI‘WHE Publizh on Irtranet; ™ ‘fos i+ Mo
Dapartment
‘ 3
Permigzions; Sllowi
Digplay
Edit
Delste
Security Al
Display | Paity 2525 of 2625 besn Regetratons | 20136 4
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Record Level Security

Name selected in the Permissions displayed

Security field:

The person currently
logged in to Vitalware

Anyone else

The permissions displayed are the group permissions that
apply to the module.

A module joins a group in one of two ways:

e If the module was created by clicking a button in
the Command Center, the module's group is the
one that the user was logged in as when the
module was opened.

e If the module was created by selecting
Window>New>module from a module Menu bar,
the module's group is the same as the module from
which it was created.

The module's group is shown in the module's Status bar at
the bottom right of the window (Registrations in the
example above).

For example, if a user is in two groups, Mail Room and
Counter, and the module was opened from the Command
Center when the user was logged in as a member of the
Mail Room group, then the permissions displayed are those
of the Mail Room group.

This is as expected as the permissions reflect what
operations (edit, delete) can be performed on the displayed
record.

In the example above, user bern is logged in to Vitalware
and the Parties module is in group Registrations
(indicated in the Status bar). The record level permissions
indicate that bern does not have permission to edit or delete
the record, even though bern is also in group Admin, which
does have edit permission.

The permissions displayed are a merging of all the user's
group permissions.

For example, if a user is in two groups, Mail Room and
Counter, where group Mail Room has permission to delete
the record, but group Counter does not, then the
permissions displayed will indicate that the user has delete
permission.

This is as expected as the user does have permission to
delete the record, provided they log in or switch to group
Mail Room.

20
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Security profile extensions

SECTION 7

Security profile extensions

The Vitalware server security profiles have been extended to provide support for
multiple groups per user. The profiles are maintained in XML format in a file named
security in the database directory. Two new attributes have been added to the
<user> tag to provide support for multiple groups:

° level

The 1evel attribute defines a label for the user profile. By changing the value of
the 1evel label for a given user, a different set of security settings is enabled.
The group name is used as the label value for Vitalware databases. To switch
between groups the Vitalware client changes the 1evel value to match the group
of the module with focus, that is, the module with which the user is interacting.

e default

A "yes" value indicates this set of security settings should be used if the client
has not set a 1evel value. When the Vitalware client first connects, a 1evel has
not been set as the Vitalware Registry has not yet been consulted (a chicken and
egg problem). Once the Registry can verify the log in group, the Ievel is set to
the supplied value.

A user security profile is created for each group that a user is registered to use (via the
User|username|Group Registry entry). If user badenov has the following Registry
entry:

User|badenov]Group|Mail Room;Counter

the following XML security segments are generated:

<user name="badenov' level=""Mail Room" default="yes">

</user>

<user name="badenov’ level="Counter>

</user>

The security profiles are built by the vwsecurity command. This server side
command consults the Vitalware Registry and builds suitable security profiles for all
modules, for all users, for each group a user is in. The command is invoked
automatically whenever a User |username|]Group Registry entry is created, modified

or deleted. vwsecurity sets the default attribute to "'yes" for the first group listed
for each user.

The security level is set via the seclevel database option. The value of the option is
the security level to use. If the option has not been set or the value is empty, the

Multi-group Support Vitalware"/\ “?
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Security profile extensions

security profile with the default="yes" attribute specified is used. For example, to
load data into the parties module using group Counter the following commands
could be used:

epartiesopts=seclevel=Counter

export epartiesopts
texload ....

When using TexAPI, the seclevel is set via the TexOptionSet() call. For example,
to change the security level to use group Counter for all Vitalware tables, the
following call could be used:

TexOptionSet(session, NULL, "seclevel™, "Counter');

For perl based scripts, the optionSet() call is used to alter the security level. For
example, to change the security level to use group Counter for all Vitalware tables,
the following call could be used:

$session->OptionSet(*"", "seclevel™, "Counter™);

The seclevel option may be set on a per database basis or a system wide basis.

22
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